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1 INTRODUCTION

In this unit, some basic knowledge of networks, programming languages, and cloud platforms
will be introduced. With that ground knowledge, we will be able to adapt these tools to our
problem of developing and improving smart furniture.

2 UNDERSTANDING COMPUTER NETWORKS AND PROTOCOLS

Since the first moment that more than one computer existed, the problem of how to connect
them in a way that they could share information arose. The development of solutions that
solve this problem gave birth to what’s known as computer networks nowadays.

In a computer network, we have 2 or more devices connected and it can fluctuate from a very
simple network (like the one you can have in your home with many devices connected to the
same router) to modern super complex networks which involve millions of devices (like the
internet). However, if we want to implement a computer network, we need all the devices in
the network to share the same language and follow the same set of rules.

This applies to human communications as well, imagine | write a letter in French to someone
who only speaks Czech, and instead of throwing it in a mailbox, | throw it in a bottle to the sea.
If the receiver in this scenario is expecting an email, it doesn’t matter how hard they try, the
message will never arrive.

e e?

To solve this problem, protocols exist. Protocols are nothing but a set of rules and procedures
that each participant in a network must follow to ensure the communication and all the
actions defined are executed properly. Many different protocols exist because many different
types of communications should be approached in many different ways.
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Here’s a list of popular protocols that you may have heard of:

e HTTP - HyperText Transfer Protocol. Used to access websites and other types of
communications with a server-client structure.

e FTP -File Transfer Protocol. Used to share files between 2 or more devices.

e |P —Internet Protocol. Used to identify users on the internet.

e Etc

Some of the most popular protocols for loT systems are MQTT and OPC UA. To use them, both
the sensor and the data receiver must be compatible with the chosen protocol.

2.1 THE OPCUA PROTOCOL

In this document, we will mostly talk about OPC UA because it has some very visual, easy-to-
use tools that will allow us to develop examples easier. OPC UA follows a Server-Client
architecture, which means that the sensors or the system attached to it (Arduino for example
as developed in previous sections) will be known as a server and its job will be to provide data
to the client whenever the second demands it.

Let’s try some tools to start using this technology. First, let’s download a simulation server, the
brand Prosys has one completely free that you can download with this link:

https://downloads.prosysopc.com/opc-ua-simulation-server-downloads.php

Once downloaded we will install it and open it. We should be seeing something like this:

Prosys OPC UA Simulation Server — O =

Status | Endpoints | Users | Sessions | Certificates | Connection Log | Address Space | Simulation | Debug Log | Reg/Res Log

OPC UA
Simulation Server

s'm Server Status: Running
Connecfion Address (UA TCP).  opc.icp://PORTATIL-AUXROBOT. 53530/0PCUASSIMulationServer
PROSYS @ Connection Address (HTTPS):  hitps://PORTATIL-AUXROBOT:53443/0PCUAISImulationServer
Current Server Time: 2021-10-21 15:21:01+0200
Server Starting Time: 2021-10-21 15:19:56+0200
Running v3.2.0-214

Figure 1. OPC UA Simulation Server initial screen

Now let’s move to the “Simulation” tab.


https://downloads.prosysopc.com/opc-ua-simulation-server-downloads.php
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V| Run Simulation Interval ( Simulation Time: | 21.10.2021 15:25:03.000
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Realtime value|| Time Offset 0.0

of the variable

Check to visualize in chart Varichla cattlies
able gs

Visualization of selected variables

+ || - | — Add or delete variables

25
20
15
10
05

0o ___ Osinus
05 Square
-1.0 O Triangle
15
20
25
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Running v3.2.0-214

Figure 2. Simulation tab of OPC UA Simulation Server

Here we can manage the simulated variables. You can create new variables by pressing the “+”
button and selecting the type of variable you want. If you click on the checkbox, the graph of
the values will start appearing in real-time. Now create 3 variables and make them visible in
the chart.

Now we have a server that simulates the values of at least 3 sensors. Let’s now create and
connect a client to check the variables from anywhere else. This second step can be done on
the same computer as the one the server is running or in any other one which is connected to
the same network. Let’s download, install and open the client with this link:

https://downloads.prosysopc.com/opc-ua-client-downloads.php

Once opened you should be seeing something like this:


https://downloads.prosysopc.com/opc-ua-client-downloads.php
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3 Prosys OPC UA Client

- m} x
Help
NewTab | +
Disconnected v| = a a
) Search Attributes and References | +
'@ « = Filters |aaa = Browse Direction Forward ¥

: ReferenceType Target

Select server and connect

Figure 3. Aspect of Client page

Now we have to write the address of the server, you can find it in the STATUS tab of the
simulation server referred to as “Connection Address UA TCP”. Once copied we can press the
arrow button and see how the client connects to the server and now we can explore the values
of all the variables simulated by the server. OPC UA implements an encryption mechanism, but
in this case, we won’t use it, so press None-None, as shown in the image below:

I3 security Settings x
Security Mode Security Policy
® Mone oK
) Sign
\_) Sign & Encrypt Cancel

+'| Show only modes that are supported by the server

Figure 4. Configuration of Security settings

Now we can access the variables under Objects, Simulation:
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Q Prosys OPC UA Client - m} X
Help
SimulationServer | +
Running opc.tcp/iPORTATIL-AUXROBOT:53530/0PCUAISIMuUlationSenver — urn:PORTATIL-AUXROBOT:OPCUASimulationServer > x a a
Search Attributes and References | +
¥ [ Obj 4 /ariables H i ) () () N
.g_mem \ Variables present in the server - > Filters (253 (&3] Browse Diredion | Forward =
> MyBigNodeManager ,
= M MyObjects itribute Value , | ReferenceType Target
» [ NonUaModeComplianc » Nodeld ns=5s=Square HasTypeDefinition BaseDataVariableType
» W Server MNodeClass Variable
v [ Simulation BrowseName 5:8quare Variable value
DisplayMame Square
- 9 Triangle Description
- e sinus WriIeMa.sk NOMNE (D)
» B StaticData UserWriteMask NOME (0)
- » Value 20
L4 Types
» B9 Views » DataType Double
ValueRank Scalar
ArrayDimensions null
AccessLevel CurrentRead, CurrentWrite, Hi...
UserAccessLevel CurrentRead, CurrentWrite, Hi...
MinimumSamplinginterval -1.0
Historizing false

Currently, we have already created both a server and a client. In the next section, we'll explore
how we can automate the process and include data treatment using programming languages.

2.2 DATA TREATMENT WITH PROGRAMMING LANGUAGES

Once the problem of how to access the data collected by the sensors has been addressed, in
this section, we will introduce how to manipulate all the measures read.

Programming languages are powerful tools that allow us to create programs i.e. we can use
them to make computers do exactly what we want. Programming languages are the core base
of every computer system since they are the ones that define the behaviour in each second
and the response it should give to the user’s actions. There are many programming languages
as you can see in the image below:
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POWERED BY

O Perl
php

Figure 5. Some common Programming languages

Each one is better for some occasions and worse for others, for example, Swift is mainly used
to develop 10s applications (Apps for iPhones and Ipads), while Kotlin is mainly used in Android
apps.

In this document, we will use python for many reasons including how easy it is to learn, how
easy it is to install and expand, the fact that has great integration with OPC UA, and that there
are great tools to use, between other reasons.

2.2.1 INSTALLING PYTHON, SPYDER, AND THE OPCUA LIBRARY

To install Python we can download Spyder, a program to develop python programs and it will
also install Python. We can download and install Spyder with this link:

https://www.spyder-ide.org/

Once installed, we should see something like this when opened:


https://www.spyder-ide.org/
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& Spyder (Python 3.7) - o X
Archivo  Editar  Buscar Cédigo fuente Ejecutar Depurar Terminales Proyectos Hemamientas Ver Ayuda
= s
O B%Ee@ pIHBDG M c==)» 1 X Fe [c:usersicomn V=
Sditor - C: Wsers\comun'Sin tituloL.py 8 X || Explorador de variables 8 x
3 sntuorpy B e Execute button LBy a
1 Nombre Tipo Tamafo Valor
3 Crested on Thu Oct 21 16:86:55 2021 Opened files
5 @author: comun
g We write our program here
8 /
Explorador de variables Explorador de archivos Ayuda
Terminal de IPython & x
[ Terminal ya B rE:]
Python 3.7.3 (default, Apr 24 2019, 15:29:51) ~
[MSC v.1915 64 bit (AMD2)]
Type "copyright™, "credits” or "license” for more
information.
IPython 7.6.1 -- An enhanced Interactive Python
In [1]:
v
Terminal de [Python | Historial de comandos

Permisos: RW Fin de linea: CRLF Codificacién: UTF-B-GUESSED Linea: 8 Columna: 1 Memoria: 78 %
Figure 6. Screen of Spyder programme

Programming is an ability that takes time to learn and master, and of course, this document
doesn’t intend to be a programming guide or teach how to program. For this reason, only the
example of how to get the data and send it to a database will be explained here. Don’t worry if
you don’t fully understand the process being followed in the next lines if you don’t have
previous programming knowledge.

The first thing we have to do is to install the OPC-UA Python library which contains all the
necessary tools to access or create an OPC-UA Server. But to do so, we first have to install PIP,
the Packages Installer for Python, the easiest way is to download and execute this file in
Python:

https://bootstrap.pypa.io/get-pip.py.

Save it to your computer, then in Spyder, you can open it by pressing File > Open... and
selecting the downloaded file. Then execute it by pressing the execute button represented
with a green triangle. Now this will install PIP and it will be ready to install the opcua library for
Python. Now write this command in the console (the downright square with the name
terminal):

pip install opcua

Once installed we can use it in our code. Let’s try to connect to our simulation server. Now
create a new file with File > New. First of all, we need to tell Python the tools we want to use in
this particular code, this is we need to import the libraries. We can do it by writing the next
lines in the file:


https://bootstrap.pypa.io/get-pip.py
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from opcua import Client
from time import sleep

With these lines now we can use the tool Client from the library opcua and the tool sleep from

the library time. Now let’s connect to the simulation server with the following lines:

cliente = Client(URL_OPC)
cliente.connect()

root = cliente.get _root node()
valor = root.get_child(['@:0bjects', '5:Simulation’,
'S5:sinus']).get _value()

Substitute URL_OPC with the direction of the server. Our client just connected to the
Simulation server, retrieved the value of the variable sinus, and saved it to the variable valour.
We now have to show it, we can do this using print:

print(valor)

We want our client to ask for the value every certain amount of time. We can do this with a
while loop like this:

while
valor = root.get_child(['@:0bjects', '5:Simulation’,
'5:sinus']).get_value()

print(valor)
sleep(10)

Our code is now asking the server for the value, prints the value, does nothing for 10 seconds,
and repeats infinitely. With this, we have successfully created our first OPCUA Client. In the
next section, we will see how to store these values to create a database of registers.

10
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2.3 DATA STORAGE WITH DATABASES OR CLOUD SERVERS

Although we already have a full OPC UA client that connects to the server and retrieves the
values of the sensors in real-time and will keep asking forever, the data is only displayed on the
screen and then lost forever. Many times this might be good enough but normally we’d like to
store this data somewhere more permanent this is where databases come into play.

2.3.1 DATABASES BASICS

Although there are several types of databases, the most widespread kind are relational
databases and specifically, SQL databases. SQL stands for Structured Query Language and is a
standard that many providers follow. Some of the main SQL databases options are the
following ones shown in the picture:

ORACLE
DATABASE
SQLite

PostgreSQL PLSQL

2 MysaL

SQL Server MariaD

Figure 7. Some common SQL databases

Once again, databases creation and manipulation are abilities that take time to learn and
master, and teaching this kind of knowledge is far beyond the scope of this document.
Although the following explanation was written with the idea of being accessible to anyone,
don’t worry if you don’t fully understand everything if you don’t have previous experience with
databases.

Even though any one of the databases managers presented in the picture above would be a
good fit for our project, we will be using MySQL. Let’s start downloading with this link:

https://dev.mysql.com/downloads/windows/installer/8.0.html

11
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Once downloaded, let’s install it. MySQL installer is actually a hub where you can install not

only the database itself but also many other programs and complements that expand its
functionality.

We only need to install two software:

e MySQL server — the database itself.
e MySQL workbench — A software that allows us to easily manipulate the database.

We can select only installing these by choosing custom installation. Then just follow all the
instructions given by the installer.

After the database manager is installed, we can start creating our database. Let’s start MySQL
workbench and you should be seeing something like this:

B MySOL Workbench — O *
®

File Edit View Database Tools Scripting Help

Welcome to MySQL Workbench

MySQL Workbench is the official graphical user interface (GUI) tool for MySQL. It allows you to design,
create and browse your database schemas, work with database objects and insert data as well as
design and run SQL queries to work with stored data. You can also migrate schemas and data from other

database vendors to your MySQL database.

Browse Documentation > Read the Blog > Discuss on the Forums >
MySQL Connections ®@® Q
Local instance MySQL57 Energialndustrial XAMPP
root industria root
localhost:3306 172.25.144.150:3306 127.0.0.1:3307

plasma_pedidos_mesviewaser...

root

mesviewserver:3306

But you will probably just have one connection let’s click it and provide the credentials we just
defined in the installation process. After that, we should be in the next window:

12
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& MySOL Workbench - m| PY

#  Localinstance MySQLET x
File Edit View Query Dalsbase Server Tools Scriping Help

S8 e SEBERG B & ® 0=
T T 3 s a0a A B 15808 A B 1380880803138 088 Sl SQLFiled
SCHEMAS * @WH FFA o Dont Limt -l ¥ @ @ =
Q [Fiterobiects | )
> bima \
» colearning
» [ licenciador New command file Execute button
» [ plasma
> plasma_demao
» plasma_sarrimad
> plasmafijo
b,
: Z:;w:‘s_up[ua Write your commands here
B sys

Existing Databases i
Result of our actions

<
Administration Schemas Output

[ Action Output -
IFQ PO 0 0

# Time Action Duration / Fetch

No object selected

Object Info ~ Session

Figure 8. MySQL Workbench screen

Now let us create our first database, to do so, click the new command file button and write the
following command:

register;

Now if we right-click the existing databases field and then click update, we should be seeing
the database we just created. If you double click it, its name should become bold pointing out
that all the commands executed will affect this database and not others unless the opposite is
explicitly stated.

SQL databases store the data in tables, and although with complex models we would have
many tables and all the relations they have, for this example we will use a very simple model
with only one table. In this table, we want to store all the data from the 3 simulated sensors
we defined earlier. This means we have a table with at least 3 tables, we will also add the first
column with a numeric identifier that uniquely identifies a row. The last column will be a
timestamp of the exact moment the data was read. In short, we need to create the next table:

D sensorl _ Sensor2 | Sensor3 Timestamp

To create it, we use the next SQL command:

13



Co-funded by the ",‘
* * E +P )
RIBM . e European Union SMAR&GRAIN
sensor_data (
id AUTO_INCREMENT,

sensorl
sensor2

sensor3
ts

If you right-click the database and click update, now you should be seeing the new table
created in the tables section.

2.3.2 SENDING FROM THE OPC UA SERVER TO THE DATABASE WITH PYTHON

We are almost done. We already have an OPC UA server simulating variable, a Python OPC UA
client who reads the values of the sensors every 10 seconds, and a database with a table ready
to store all the registers. The only remaining step is to tell Python to save the data to the
database. We can do this by adding some lines to our python program.

First of all, we have to start by installing the Python-MySQL connection, we can do this from
PIP, which we already installed before. We do this just like we did with the opcua library with
the next command:

pip install mysql-connector

Once installed, we can import it to our program with:

import mysql.connector

Now we must define the credentials we need to connect to our database. Let us do this by
adding the next code lines to our program:

mydb = mysql.connector.connect(
host="127.0.0.1",
user="root",

password="YOUR PASSWORD HERE",
database="register"

Now we can use this data to create a working connection with:

mycursor = mydb.cursor()

14
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With this set, we can already start sending our data to our database. We now will be reading

all the sensors from the server with these 3 lines:

root.get_child(['@:0bjects', '5:Simulation', '5:sinus']).get_value()
root.get_child(['@:0bjects', '5:Simulation', '5:Triangle']).get_value()

root.get child(['@:0bjects', '5:Simulation', '5:Square']).get value()

And then we send them to the database with these lines:

sql="INSERT INTO sensor_data (sensorl, sensor2, sensor3, ts) VALUES (
val = (sensorl, sensor2, sensor3, str(datetime.now()))

mycursor.execute(sql, val)

mydb.commit ()

Note that RISECEISHENIOD] is returning the current date and time. In order to being able
to use it, we have to first import datetime from the datetime library like this:

from datetime import datetime

If we execute it, the data should start flowing to the table created in the database. We can
check this by executing this command in the database:

£ register.sensor data;

With this, we get a result like the next one:

id sensarl sensord sensor3 s

|1 1.17557 0.8 2 2021-10-22 12:18:43
2 0.415823 0. 266667 -2 2021-10-22 12:18:45
3 -0,415823 -0, 266667 -2 2021-10-22 12:18:47
4 -1, 17557 -0.8 -2 2021-10-22 12:18:49
5 -1,73205 -1.33333 2 2021-10-22 12:18:51
G -1,93904 -1.86667 2 2021-10-22 12:18:53
7 -1,90211 -1.6 -2 2021-10-22 12:18:55
3 -1.48629 -1.06667 2 2021-10-22 12:18:57
9 -0.813473 -1,533333 2 2021-10-22 12:18:59

10 -0.0000000459468  -0.0000000292507 2 2021-10-22 12:19:01

Fulfilling this way our target and the objectives of this chapter. For reference, this | the whole
Python code that resulted from the development where some extra code was added for error
handling:
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from opcua import Client

from time import sleep

from datetime import datetime
import mysql.connector

FRECUENCIA = 10
URL_OPC = 'opc.tcp://PORTATIL-AUXROBOT:53530/0PCUA/SimulationServer'

mydb = mysqgl.connector.connect(
host="127.0.0.1",
user="root",
password="yourpassword",
database="register"

mycursor = mydb.cursor()
try:

cliente = Client(URL_OPC)
cliente.connect()

root = cliente.get_root_node()
while

sensorl = root.get_child(['@:0bjects', '5:Simulation’,
'S5:sinus']).get value()

sensor2 = root.get_child(['@:0bjects', '5:Simulation’,
'5:Triangle']).get_value()

sensor3 = root.get_child(['@:0bjects', '5:Simulation’,
'5:Square']).get_value()

sql = "INSERT INTO sensor_data (sensorl, sensor2, sensor3, ts)
VALUES (%s, %s, %s, %s)"

val = (sensorl, sensor2, sensor3, str(datetime.now()))

mycursor.execute(sql, val)

mydb.commit()

sleep(FRECUENCIA)
except Exception as e:
print(str(e))
finally:
cliente.disconnect()




